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(57) ABSTRACT 

An alarm panel of a security system is additionally provided 
With an interference circuit for evaluating the possible 
presence of a large electromagnetic interference signal such 
as lightning. The earth ground connection of the alarm panel 
to a poWer source is used to provide an input to the 
interference circuit. The earth ground connection receives 
large transient signals caused by such naturally occurring 
events. The alarm panel uses this additional information to 
modify the reporting of alarm conditions. This has particular 
application for addressing problems associated With motion 
detectors falsely triggering When a large electromagnetic 
signal is received. The solution of the alarm panel sensing 
this condition in contrast to each detector sensing this 
condition is more reliable, alloWs combining of detector 
information and is more cost effective. 

20 Claims, 3 Drawing Sheets 
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INTEGRATED LIGHTNING DETECTOR 

FIELD OF THE INVENTION 

The present invention relates to security systems, and in 
particular, to alarm panels and the determination and pro 
cessing of signals and the subsequent reporting to a security 
station. 

BACKGROUND OF THE INVENTION 

It is noW common for businesses and homeoWners to have 
a security system for reporting of alarm conditions to a 
security station. One of the primary functions of such a 
security system is to provide an alarm report to the security 
station When the oWner is absent and one or more of the 
detectors reports an alarm condition. The type of detectors 
vary from relatively simple hard Wired detectors, such as 
door or WindoW contacts, to more sophisticated battery 
operated sensors such as motion and glass break detectors. 

The security alarm system located in the premise being 
protected includes a series of different types of sensors all of 
Which report to an alarm control panel. The control panel is 
typically installed in a safe location and is directly connected 
to the poWer supply. The alarm control panel is connected 
either by hardWires to the individual sensors or communi 
cates or receives signals from individual detectors as part of 
a Wireless communication. The communication betWeen the 
alarm panel and the sensors can be a one Way communica 
tion Where the detectors merely transmit to the alarm panel 
or can be tWo Way communication. 

It is knoWn that certain natural events can cause some 
sensors, in particular motion sensors and glass breakage 
sensors to falsely trigger. Lightning produces a broadband 
electromagnetic signal Which produces a signal in the detec 
tor or causes a change in the monitored space leading to a 
false activation of the detector. Thunder associated With 
lightning can also cause a large acoustic signal Which can 
lead to false alarms. Lightning and thunder are tWo eXamples 
of naturally occurring events Which produce high energy 
Which can lead to false alarms in security detectors. 

The occurrence of false alarms is a major concern to the 
security industry. As can be appreciated, naturally occurring 
events such as lightning typically do not affect a single alarm 
system but affect a number of alarm systems in a certain 
proXimity to the natural occurring event. The alarm panels 
report to the security system the detection of an alarm 
condition Which is then processed by the security station. 
Processing of each false alarm incurs a certain expense but 
more importantly, it also reduces the con?dence that a 
reported alarm condition is in fact an alarm condition Which 
requires prompt investigation. 

To overcome the above problems, some motion detectors 
have been provided With additional circuitry for detecting a 
naturally occurring event such as lightning. US. Pat. No. 
5,920,259 discloses a motion detector unit having additional 
circuitry for detecting the occurrence of lightning. Basically, 
the detector circuitry acts as a receiver and produces a signal 
of a magnitude to the sensor When eXposed to the electro 
magnetic signal caused by lightning. To overcome this 
problem, each detector is provided With redundant circuitry 
Which is also affected by this electromagnetic interference. 
By subtracting the signal from the motion sensor circuitry 
from the signal of the redundant circuit, the effect of the 
electromagnetic signal is eliminated or reduced. 

Unfortunately, this arrangement requires each motion 
detector to include additional redundant circuitry and addi 
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2 
tional processing of the signals from the tWo different 
circuits. This signi?cantly adds to the cost of each sensor, 
thereby increasing the cost of the overall system. 

U.S. Pat. No. 5,977,762 discloses a lightning detector 
suitable for protection of electronic equipment in a home. 
The detector receives an electromagnetic signal, through an 
antennae and applies signal conditioning to produce a series 
of pulses corresponding to peaks in the signal above a 
speci?ed threshold. The pulse data is compared With a 
predetermined criteria that distinguishes lightning produced 
interference from other electrical interference. 

It has been recogniZed that certain natural occurring 
events produce electromagnetic interference or radio fre 
quency interference Which negatively affect the performance 
of motion detectors and security systems. 

There remains a need to provide a cost effective solution 
for reducing or modifying the processing of signals from an 
alarm system When such interference is detected. 

SUMMARY OF THE INVENTION 

An alarm control panel according to the present invention 
comprises 

a signal processing arrangement, 
an alarm signal receiving arrangement providing received 

alarm signals to said signal processing arrangement, and 
a detecting circuit responsive to the presence of naturally 

occurring transient signals and providing to said processing 
arrangement a caution signal When a transient signal is 
detected. 
The processing arrangement uses the receipt of an alarm 

signal and any caution signal in the processing of each 
received alarm signal. 

According to an aspect of the invention, the processing 
arrangement includes timing means for determining Whether 
the receipt of an alarm signal is associated With the receipt 
of a caution signal. 

According to a further aspect of the invention, the pro 
cessing arrangement processes each alarm signal by com 
municating With a remote monitoring station and reporting 
the receipt of the alarm signal and any associated caution 
signal. 

In a further aspect of the invention, the processing 
arrangement, upon receipt of an alarm signal Without receipt 
of a caution signal, reports the alarm signal to a remote 
monitoring station; and Wherein processing arrangement, 
upon receipt of an alarm signal and a caution signal, ignores 
the step of reporting the received alarm signal to said remote 
security station. 

In a preferred aspect of the invention, the processing 
arrangement includes a selectable means for choosing a ?rst 
option or a second option for processing received alarm 
signals and associated caution signals. According to the ?rst 
option the processing arrangement reports alarm signals 
together With any associated caution signals to a remote 
security monitoring station. According to the second option 
the processing arrangement ignores the step of reporting of 
received alarm signals having associated caution signals as 
alarm signals to the remote security station. 
An alarm control panel according to an aspect of the 

present invention comprises 
a signal processing arrangement, 
an alarm signal receiving arrangement providing received 

alarm signals to the signal processing arrangement, 
a detecting circuit responsive to the presence of naturally 

occurring transient signals in an operating environment 
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associated With said control panel and providing to the 
processing arrangement a caution signal When a transient 
signal is detected, and Wherein 

the processing arrangement reports received alarm signals 
With any caution signals to a remote monitoring station. 

An alarm control panel for a security system according to 
an aspect of the present invention includes a communication 
arrangement for communicating and receiving alarm condi 
tions from a series of security detectors, a processing 
arrangement Which processes the signals from the security 
detectors and based thereon determines When an alarm 
condition eXists. The alarm control panel further includes a 
circuit for detecting the presence of transient electromag 
netic signals of a magnitude likely to cause some of the 
security detectors to falsely produce a signal indicative of an 
alarm condition. The processing arrangement modi?es the 
processing of detector determined conditions When the cir 
cuit arrangement detects the presence of such a transient 
electromagnetic signal. 
An alarm control panel according to a preferred aspect of 

the invention, is operable in one of tWo different modes. In 
the ?rst mode, the alarm control panel continues to report all 
alarm conditions from detectors in a conventional manner 
and additionally reports the detection of the transient elec 
tromagnetic signal When present. With this arrangement, a 
security station has additional information and can make a 
decision With respect to hoW to respond to the receipt of an 
alarm condition, as Well as a possible source of the alarm 
condition Which may not require investigation. 

The second mode of the alarm control panel temporarily 
interrupts the reporting of alarm conditions When the circuit 
arrangement detects the presence of such a transient elec 
tromagnetic signal. 
A method of reducing false alarms in a security alarm 

systems having an alarm panel Which processes signals 
received from a series of detectors includes the steps of 
using a receiving circuit of the alarm control panel to detect 
an electromagnetic signal indicative of lightning and upon 
detection of an electromagnetic signal indicative of 
lightning, interrupting normal operation of the security 
alarm system by temporarily ignoring any signals received 
from the series of remote sensors, or reporting together With 
a detected alarm condition, the detection of an electromag 
netic signal indicative of lightning. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the invention are shoWn in the 
draWings, Wherein: 

FIG. 1 is a schematic vieW of an alarm control system and 
the reporting thereof to a security station; 

FIG. 2 is a schematic overvieW of an alarm control panel 
Which receives various signals from detectors; 

FIG. 3 is a circuit diagram of a circuit used to produce a 
signal that a transient electromagnetic interference signal 
has been detected; 

FIG. 4 is an eXample of the signal on the ground circuit 
used for detection of electromagnetic interference; and 

FIG. 5 is a possible output of the circuit to produce a 
signal indicative of the detection of such electromagnetic 
interference. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

The schematic vieW of FIG. 1 shoWs tWo alarm panels 4 
communicating through a netWork 8 such as the cellular 
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4 
telephone netWork or public sWitched telephone netWork 
With the security station 10. Each of the alarm panels 4 has 
a series of detectors 6 Which provide information to the 
alarm panel regarding the status of the monitored space. The 
detectors 6 can include, for example, different types of 
motion detectors, glass break detectors, and contact 
sWitches. These types of detectors can be hard Wired to the 
alarm panel 4 or can communicate With the alarm panel by 
Wireless communication. 

In Wireless communication, typically the Wireless detector 
6 Will transmit alarm information or status signal to the 
alarm panel on a predetermined basis. For cost reasons, the 
Wireless communication is typically not a tWo Way commu 
nication. There are a host of security systems Which operate 
in the manner of FIG. 1. 

The individual detectors 6 can be sensitive to electromag 
netic interference, radio frequency interference and other 
energy sources. Motion detectors and in particular motion 
detectors Which operate based on passive infrared radiation, 
can falsely produce an alarm signal When lightning may be 
present. Lightning produces a broadband electromagnetic 
signal Which falsely triggers the motion detector. Glass 
break detectors typically operate by monitoring signal 
strength and comparing the signal With a broadband signal 
typical of a glass break event. Electromagnetic interference 
can similarly trigger a glass break detector. Other naturally 
occurring signals include thunder Which can also produce 
sympathetic vibration signals. 

Motion detectors are highly sensitive to detect changes in 
the monitored space, hoWever, this sensitivity renders the 
detectors more vulnerable to false alarms caused by natu 
rally occurring interference. 
The alarm panel 4 shoWn in FIG. 2, includes a detector 

communication arrangement 20 Which is a Wireless or Wired 
communication With the individual detectors 6. The detector 
communication arrangement 20 provides detector informa 
tion to the processing arrangement 22. This processing 
arrangement has a microprocessor 24 capable of performing 
calculations and signal analysis. The processing arrange 
ment 22 also includes information from the lightning detec 
tion circuit 34. This lightning detection circuit processes the 
signals provided to it from the earth ground provided 
through the electrical plug connection 30. Based on various 
information provided to the processing arrangement 22, a 
determination is made Whether an alarm condition is to be 
reported to the security station or Whether additional energy 
detection information is also to be reported. If such an alarm 
condition is to be communicated, the processing arrange 
ment 22 activates the communication arrangement 26 Which 
receives the alarm information and the panel identi?cation 
information and communicates the information to the secu 
rity station 10. 

In addition, the alarm panel includes a device 36 for 
protecting the alarm panel against large transients. Typically 
this device includes a metal oXide varistor. 

With the arrangement as shoWn in FIGS. 1 and 2, the 
alarm panels 4 include their oWn lightning detection circuit 
34 and the processing arrangement 22 performs various 
calculations using the required microprocessor 24 for deter 
mining What alarm conditions should be reported. With this 
arrangement, any of the detectors 6 Which may be prone to 
false alarms due to lightning or other transmitted 
interference, may falsely report an alarm condition to the 
alarm panel 4. The alarm panel 4 Will determine Whether this 
alarm condition should be reported or should be reported 
With additional energy detection information Which can be 
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provided, in this case, by the lightning detection circuit 34. 
If the alarm panel senses a lightning signal or other high 
energy signals, the detectors 6 that may be prone to false 
alarms due to lightning interference, may report alarm 
conditions. These alarm conditions, together With the cau 
tion signal indicating that lightning has been detected, can be 
reported by the alarm panels 4 to the security station 10. The 
security station 10 can then decide Whether or not this should 
be considered an alarm condition requiring investigation. 
The processing arrangement 22 includes a time function 
Which is used as part of the determination Whether the 
receipt of an alarm signal is associated With a caution signal. 

It can also be appreciated that the processing arrangement 
22 can provide information With respect to a number of 
sensors Which are reporting alarm conditions. For example, 
the detectors 6 are often spread throughout a house or of?ce 
and these detectors Will include a number of motion detec 
tors Which may be prone to false alarms caused by lightning. 
If a number of these detectors report an alarm condition at 
the same time to the alarm panel, and the alarm panel 
additionally determines via the lightning detection circuit 34 
that a lightning interference signal has been received, this 
provides the processing arrangement 22 With further evi 
dence that the reported alarm conditions may be false 
alarms. The processing arrangement 22 can also examine the 
type of output provided by the lightning detection circuit. 
The lightning detection circuit outputs a pulse When a signal 
has been received on the earth ground connection of certain 
strength. Lightning interference Will typically be a random 
event and thus, the likelihood of a repeating pattern of pulses 
from the lightning detection circuit is unlikely. In contrast, 
if a jamming signal is being produced to cause the detectors 
to go into an alarm state, the jamming signal Will typically 
be of a repeating or non random nature. Thus the lightning 
detection circuit 34, although it Will receive the jamming 
signal, it Will produce pulses in a non random manner. This 
can provide the processing arrangement 22 With further 
information for possibly identifying a jamming signal and 
additionally transmitting this information to the security 
station. 

The lightning detection circuit is shoWn in detail in FIG. 
3. The circuit is relatively inexpensive to add to the alarm 
panel and existing components of the alarm panel are used 
to process the output from the circuit. In particular, the 
microprocessor 24 receives the lightning detection signal 
and can modify the reporting of alarm conditions in one of 
tWo preferred modes. The modi?cation of the procedure for 
reporting alarm events requires a change in softWare and as 
such, is relatively inexpensive for retro?t applications and is 
insigni?cant in neW installations. The ?rst reporting mode 
merely reports the alarm condition but additionally includes 
information that the lightning detection circuit 34 has indi 
cated the presence of a large energy signal. The second mode 
is to disregard or interrupt the communication of an alarm 
signal received from a motion detector or other detector 
Which is prone to lightning interference, When the lightning 
circuit has detected the presence of a large energy signal. In 
this Way, the number of communications to the security 
station are reduced. The alarm panel can include the soft 
Ware for reporting of signals in either mode and an installer 
or oWner can select the appropriate signal processing mode. 
The selection can be implemented in many Ways including, 
for example, a manual sWitch or code entry at the keypad or 
alarm panel. 

This second mode has additional risks in that all alarm 
events are not reported to the security station. This mode can 
be selected by the installer based on the particular jurisdic 
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6 
tion or speci?c circumstances of the system. In some juris 
dictions it is a requirement to report all alarm conditions and 
as such, the ?rst mode Will be selected. The security station 
10 Will also receive the additional information that the 
lightning detection circuit has detected the presence of a 
large interference signal. 
With this system, the security station, When the panels are 

operating in the ?rst mode, Will have additional information 
to determine hoW to respond to the report of an alarm 
condition. Furthermore, the information from other panels in 
the same general area may assist the security station in 
assessing Whether the false alarm is based on the presence of 
a naturally occurring interference signal. If several alarm 
panels in the same general area all report that a lightning like 
interference signal has been received, this provides addi 
tional con?dence that the sensed signal is a naturally occur 
ring signal and not the result of a jamming interference 
signal. Furthermore, the processing arrangement 22 can 
report When the lightning detection circuit 34 is receiving a 
repeating signal Which might be considered a jamming 
signal. This can be reported even if an alarm condition signal 
is not received from any of the detectors. This additional 
information can alloW the security station to alert the home 
oWner that his system has been exposed to a neW or 
signi?cant interference signal Which may Warrant investi 
gation. 
The circuit reacts to both positive and negative voltage 

spikes that are a minimum of 1000V in amplitude and up to 
30 #5 in duration. The signal source or detection point is the 
EGND (earth ground) terminal on the PCB, Which must be 
connected to an appropriate earth ground in accordance With 
local codes and standards. The output of the circuit is the 
collector of Q33, Which supplies a negative going pulse to 
the microcontroller. The functional description of the circuit 
is broken doWn into tWo main blocks, the positive transient 
and the negative transient. 
The positive voltage spike appears on the earth ground 

and is AC coupled through C16. The signal is attenuated by 
the capacitive divider setup by the C16 and. C6 and applied 
to the base of Q33 through R41. Since the spike has positive 
polarity Q5 Will remain off. HoWever, if the input spike at 
the EGND Was suf?cient (>1000V) Q33 Will turn on pulling 
the input to the microcontroller loW. At the same time Q32 
is turned on alloWing current to How through R46 to the base 
of Q33 therefore holding Q33 on until C79 charges up 
enough to turn Q32 off. This Will hold the microcontroller 
input loW for approximately 800 m5 so that it can be 
debounced and processed. 
The negative voltage spike appears on the earth ground 

and is AC coupled through C16. The signal is then attenu 
ated by the capacitive divider setup by C16 and C6 and 
applied to the base of Q5 through C17 and R42. If the input 
spike at the EGND Was suf?cient(z—1000V) Q5 Will turn on 
alloWing current to How through R43 to the base of Q33 
turning it on Which pulls the input to the microcontroller 
loW. At the same time Q32 is turned on alloWing current to 
How through R46 to the base of Q33 therefore holding Q33 
on until C79 charges up enough to turn Q32 off. This Will 
hold the microcontroller input loW for approximately 800 
m5 so that it can be debounced and processed. 

FIG. 4 shoWs an example of the type of signal that is 
present on the ground to earth terminal of the alarm panel 4. 
This signal, due to the circuitry, has been reduced, hoWever, 
in the presence of lightning produced interference, both 
positive and negative large transients can occur. In this case 
there are large positive transients folloWed by large negative 
transients. 
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In FIG. 5 it is shown that the output of the lightning 
detection circuit is typically ?ve volts unless a large transient 
is detected. In this case, both the positive and the negative 
large transients cause the output to drop to Zero volts for a 
short period of time determined by the circuit. Thus the 
output of the circuit is normally at ?ve volts and drops to 
Zero volts When a large transient is detected. 

The modi?cation of the alarm panel has been described 
With respect to a circuit suitable for detecting of lightning or 
other large electromagnetic interference signals. 

With the present design, false alarms are assessed by the 
control panel as opposed to having each detector conduct its 
oWn self assessment of potential alarm conditions. By pro 
viding the detection circuit as part of the control panel, 
economies of scale are realiZed and the control panel is 
provided With information from the group of detectors such 
that a more informed decision can be made. For example, a 
large interference signal is likely to cause a number of 
knoWn detectors to false report an alarm condition. Detec 
tors of the same type can be provided in the same Zone to 
simplify the processing of information and can be compared 
With detectors in other Zones Which are not sensitive to this 
type of condition. For example, motion detectors can be in 
certain Zones and other detectors such as contacts can be in 
a different Zone. 

It is also possible for the alarm control panel to process 
the information from the lightning detection circuit for other 
potential alarm conditions. For example, a jamming inter 
ference signal can be recogniZed by comparing the output 
from the lightning detection circuit With a predetermined 
pattern or can be analysed for particular characteristics 
thereof. Therefore, this circuit, Which is built into the control 
panel also provides further information With respect to the 
environment being monitored. It can be appreciated that the 
addition of further detectors are easily accommodated and 
any detectors Which are prone to false alarms can be placed 
in appropriate Zones. 

Preferably, the alarm control panel alloWs the installer to 
set a programmable time, perhaps in the order of six 
seconds, Which is the time period that the alarm control 
panel may ignore alarm conditions reported from the detec 
tors When the lightning detection circuit determines the 
presence of a large signal. It is also possible for the alarm 
panel to include a series of pro?les, for example, a lightning 
pro?le and a thunder pro?le, for potentially matching or 
recogniZing these types of events from other interference 
signals. Although the lightning detection circuit has been 
described speci?cally With respect to lightning, this circuit 
basically recogniZes signals Which are received by the alarm 
control panel Which could affect the operation of the system. 

Although the circuit detects the broadband electromag 
netic signal of lightning and other large transient signals, this 
signal can also be used for modifying the behavior of other 
detectors, such as an acoustic detector. An acoustic detector 
is basically processing sound signals and can falsely report 
an alarm condition caused by thunder. The thunder acoustic 
signal Will be received a certain time delay after the broad 
band electromagnetic signal of the lightning is received. 
Therefore, the system can include a certain time delay or 
WindoW for potentially modifying the reporting of alarm 
conditions associated With acoustic detectors. 

The modi?cation of the operation of the alarm control 
panel has been speci?cally described With respect to report 
ing to the security station. It is also possible to modify the 
operation of the system in other Ways. For example, the 
alarm control panel can suppress the local sounder While still 
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8 
providing the alarm station With an alarm signal. It also 
possible to modify the type of sound produced such that an 
alarm condition Which Would normally produce a large 
buZZer sound is modi?ed to a unique tone sound When an 
alarm condition and a large transient signal has been 
detected by the detection circuit. This arrangement may be 
preferred Where the premise is occupied but some Zones are 
armed (perimeter Zones). In these circumstances, automatic 
reporting to the security station could be cancelled or 
delayed aWaiting a user clear signal (user code). If the user 
code is not received, the alarm condition could be reported. 
The circuit shoWn in FIG. 3 can also be modi?ed to have 

an adjustable threshold. The adjustable threshold can be set 
according to the particular area in Which the alarm system 
Will operate. Some areas have under normal operation, 
signi?cant interference signals. Possible false alarms can 
still be reported, hoWever, these can be reported With the 
information that a signi?cant interference has been detected. 

This arrangement is also appropriate for dealing With 
certain problem installations. False alarms can be analysed 
relative to alarm panel sensed conditions to identify problem 
detectors. Such detectors can be replaced or the reporting of 
sensed alarm conditions modi?ed based on the alarm panel 
assessment of the operating environment. Potential alarm 
conditions from such detectors may require multiple sensed 
alarms to produce a reported alarm condition or perhaps an 
alarm condition from a different detector. Detected alarm 
conditions out of synchroniZation With the alarm panel 
might also be used to decide to report the alarm. Thus, the 
alarm panel provides additional information to alloW the 
reporting to the security station to be modi?ed. 

Although various preferred embodiments of the present 
invention have been described herein in detail, it Will be 
appreciated by those skilled in the art, that variations may be 
made thereto Without departing from the spirit of the inven 
tion or the scope of the appended claims. 
The embodiments of the invention in Which an exclusive 

property or privilege is claimed are de?ned as folloWs: 
1. An alarm control panel for a security system, said alarm 

control panel including a communication arrangement for 
communicating and receiving alarm signals from a series of 
security detectors, a processing arrangement Which pro 
cesses the signals received from the security detectors and 
based thereon determining When an alarm condition exists, 
said alarm control panel further including a circuit for 
detecting the presence of transient electromagnetic signals 
exceeding a magnitude above Which some security detectors 
can falsely produce a signal indicative of an alarm condition, 
said processing arrangement temporarily interrupting the 
determination of an alarm condition When said circuit 
arrangement detects the presence of such a transient elec 
tromagnetic signal. 

2. An alarm control panel as claimed in claim 1 Wherein 
said processing arrangement includes a timing arrangement 
that de?nes a time duration during Which identi?cation 
alarm conditions are not processed. 

3. An alarm control panel as claimed in claim 1 Wherein 
said processing arrangement includes additional logic for 
determining When sensed transient electromagnetic signals 
are of a repetition or duration not normally associated With 
naturally occurring transient electromagnetic signals and 
based thereon determines an alarm condition exists. 

4. An alarm control panel as claimed in claim 1 Wherein 
said circuit arrangement detects the presence of a transient 
electromagnetic signal by detecting transient voltages 
betWeen earth ground and circuit ground. 

5. An alarm control panel as claimed in claim 1 Wherein 
said processing arrangement upon detecting the presence of 
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a transient electromagnetic signal ignores for a predeter 
mined time period received security detector signals. 

6. An alarm control panel as claimed in claim 1 Wherein 
said circuit arrangement compares a signal produced by a 
?rst circuit branch designed to be responsive to received 
transient electromagnetic signals and a second circuit branch 
designed to identify transient electromagnetic signals on an 
earth ground of said alarm control panel. 

7. An alarm control panel as claimed in claim 6 Wherein 
said circuit arrangement produces an output signal When 
both circuit branches detect a transient electromagnetic 
signal indicative of lightning. 

8. In a security alarm system having an alarm panel in 
combination With a series of security detectors, said alarm 
control panel including a communication arrangement for 
communicating and receiving alarm signals from any of said 
series of security detectors and a processing arrangement 
Which processes the signals received from said security 
detectors and based thereon determining When an alarm 
condition exists, said alarm control panel further including 
a circuit for detecting the presence of transient electromag 
netic signals exceeding a magnitude above Which some 
security detectors can falsely produce a signal indicative of 
an alarm condition, said processing arrangement temporarily 
interrupting the determination of an alarm condition When 
said circuit arrangement detects the presence of said tran 
sient electromagnetic signal. 

9. In a security alarm system as claimed in claim 8 
Wherein said circuit identi?es the presence of electromag 
netic signals indicative of lightning. 

10. In a security alarm system as claimed in claim 9 
Wherein said processing arrangement interrupts the deter 
mination of an alarm condition by temporarily ignoring the 
signals received from said security detectors. 

11. A method of reducing false alarms in a security alarm 
system having an alarm panel that processes signals received 
from a series of remote sensors, said method comprising the 
steps of using a receiving circuit of said alarm control panel 
to detect an electromagnetic signal indicative of lightning; 
and upon detection of an electromagnetic signal indicative 
of lightning, interrupting normal operation of said security 
alarm system by temporarily ignoring any signals received 
from the series of remote sensors. 

12. A method as claimed in claim 11 Wherein said step of 
temporarily ignoring any signals received from the series of 
remote sensors has a predetermined time period Whereafter 
normal operation of said security alarm system continues. 

13. A method as claimed in claim 11 Wherein said step of 
detecting an electromagnetic signal indicative of lightning 
using said alarm control panel includes a comparison of 
transient voltages associated With earth ground of said alarm 
control panel and transient voltages associated With a circuit 
ground of said alarm control panel. 

14. A method as claimed in claim 13 including providing 
in said alarm control panel a circuit Which acts as a receiver 
for detecting transient voltages produced by lightning. 
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15. An alarm control panel comprising 
a signal processing arrangement, 
an alarm signal receiving arrangement in communication 

With a sensor, for providing received alarm signals to 
said signal processing arrangement, 

a detecting circuit responsive to the presence of naturally 
occurring transient signals and providing to said pro 
cessing arrangement a caution signal in addition to and 
independent of said alarm signals When a transient 
signal is detected, 

said processing arrangement using the receipt of an alarm 
signal and any caution signal in the processing of each 
received alarm signal. 

16. An alarm control panel as claimed in claim 15 Wherein 
said processing arrangement includes timing means for 
determining Whether the receipt of an alarm signal is asso 
ciated With the receipt of a caution signal. 

17. An alarm control panel as claimed in claim 16 Wherein 
said processing arrangement processes each alarm signal by 
communicating With a remote monitoring station and report 
ing the receipt of the alarm signal and any associated caution 
signal. 

18. An alarm control panel as claimed in claim 15 Wherein 
said processing arrangement, upon receipt of an alarm signal 
Without receipt of a caution signal, reports the alarm signal 
to a remote monitoring station, and said processing 
arrangement, upon receipt of an alarm signal and a caution 
signal, ignores the step of reporting the received alarm signal 
to said remote security station. 

19. An alarm control panel as claimed in claim 16 Wherein 
said processing arrangement includes a selectable means for 
choosing a ?rst option or a second option for processing 
received alarm signals and associated caution signals, said 
?rst option causing said processing arrangement to report 
alarm signals together With any associated caution signals to 
a remote security monitoring station; said second option 
causing said processing arrangement to ignore the step of 
reporting of received alarm signals having associated cau 
tion signals as alarm signals to said remote security station. 

20. An alarm control panel comprising 
a signal processing arrangement, 
an alarm signal receiving arrangement in communication 

With a sensor, for providing received alarm signals to 
said signal processing arrangement, 

a detecting circuit responsive to the presence of naturally 
occurring transient signals in an operating environment 
associated With said control panel and providing to said 
processing arrangement a caution signal in addition to 
and independent of said alarm signals When a transient 
signal is detected, and Wherein 

said processing arrangement reports received alarm sig 
nals With any caution signals to a remote monitoring 
station. 


