
US005956388A 

Ulllted States Patent [19] [11] Patent Number: 5,956,388 
Parker et al. [45] Date of Patent: Sep. 21, 1999 

[54] SECURITY SYSTEM WITH TWO SIGNAL 4,442,320 4/1984 James et a1. . 
REPORTING 4,903,292 2/1990 Dillon . 

4,937,851 6/1990 Lynch et al. . 

[75] Inventors: James Parker, North York; Reinhart 5,465,297 11/1995 AZem ...................................... .. 379/40 

I‘I Pildner, Brampton, of Canada Jehnert Ct 8.1. .......................... .. [73] Assignee: Digital Security Controls Ltd. Primary Examiner—Wing F. Chan 

[21] Appl. No.: 08/838,012 [57] ABSTRACT 

[22] Filed A r 22 1997 A security system having tWo distinct channels of commu 
' p ' ’ nication and Which uses a single communication device 

[51] Int. Cl.6 .................................................. .. H04M 11/04 provides improved security. The system monitors a host of 
[52] US. Cl. .................... .. 379/42; 379/45; 379/50 security alarm panels connected to a telephone system A 
[58] Field of Search ................................... .. 379/37—51, 6, Status Signal is Communicated between each Control Panel 

379/27_32 and a scanner placed at a switching station of the telephone 
system to con?rm the integrity of the communication chan 

[56] References Cited nel. An alarm event continues to be reported to a monitoring 
station using the telephone system in the normal manner. 

U.S. PATENT DOCUMENTS 

4,097,696 6/1978 Tal .......................................... .. 379/49 13 Claims, 2 Drawing Sheets 

(-22 
. . 4 

26/ Switch Sw|tctt|ng 130 8 
Station Statlon 12 

8a rrfT'n 
( control fy~ 1 0 

A I panel 16 
4 

34 8b F 

control _ - - / A panel "fig-f 10 

Monltorlng Scanner L I I I I \6 
Stat|on 135 i?’ 

I l 

k 40 L 28 

J 32W 



U.S. Patent Sep.21, 1999 Sheet 1 of2 5,956,388 

F 

8E wmm 

mm J 

UPI m2 m _ _ _ _ Lmccmow M 653 J 

0T C 6:50 < \ 

w L 8 g 

@M 658 .. 07 C 6:50 L 
,_ _ _ 7 mm 

P coz?w 

f“ N c? 922.5 

. Ni 

owJ. 
8.5m 5235 \om 





5,956,388 
1 

SECURITY SYSTEM WITH TWO SIGNAL 
REPORTING 

FIELD OF THE INVENTION 

The present invention is directed to a security system 
Where individual control panels are in communication With 
a monitoring station. 

BACKGROUND OF THE INVENTION 

A number of security systems have control panels Which 
report to a monitoring station by telephone in the event that 
an alarm condition is sensed at the premise. The control 
panel typically is placed on the telephone line of the premise 
in front of the connection to the other telephone devices. The 
control panel can seiZe the line, When required, and place an 
outgoing call to the monitoring station. 

Other security systems have provided a dedicated tele 
phone line to the control panel and this obviously improves 
the security of the system, as the telephone line is alWays 
available to alloW communication betWeen the monitoring 
station and the control panel. Signals can be sent on the 
telephone line indicating that the control panel is functioning 
properly, and in the event that the control panel does not 
report to the monitoring station, an alarm condition or event 
can be determined by the monitoring station. The use of a 
dedicated line provides a much higher degree of reliability, 
hoWever, there is a substantial increase in costs. 

Other arrangements have been proposed for monitoring of 
the integrity of the communication to individual control 
panels. One such system is disclosed in US. Pat. No. 
4,442,320. This system involves the use of a scanning device 
provided at the sWitching station of the Public SWitch 
Telephone NetWork (PSTN) to Which the individual control 
panel is connected. According to this system, a scanner is 
provided at the sWitching station and a separate subscriber 
terminal unit is provided at each premise. Reporting 
betWeen the scanner and the subscriber terminal unit is 
completed directly over the telephone line to the sWitching 
station. Basically, the connection betWeen the subscriber 
terminal unit and the scanner is a closed loop and it does not 
use the standard telephone protocol. The integrity of the 
telephone connection betWeen the subscriber terminal unit 
and the scanner at the sWitching station is assured, as the 
scanner can send an interrogation signal at a loW frequency 
to the control panel and the control panel can respond. The 
loW frequency signal is typically outside of the audible 
range, and therefore, these signals can be transmitted even if 
the telephone is in normal use. In addition, this type of 
system is based on the scanner forming a connection With 
the subscriber terminal unit by sending a polling signal and 
is not able to independently communicate With equipment 
other than the scanner. 

Unfortunately, the telephone lines betWeen individual 
premises 4 and the sWitching station of a publicly sWitched 
telephone netWork can vary and there are often parts of the 
system Which have been added Which are unable to carry the 
loW frequency signal. Therefore, most of these connections 
are limited to carrying a signal in the 300 to 3,000 HZ 
frequency range. 

SUMMARY OF THE INVENTION 

A security alarm control panel according to the present 
invention comprises a controller for receiving and process 
ing signals from sensors and recogniZing high priority 
events to be reported to a monitoring station using a tele 
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2 
phone channel. The control panel has a communication 
arrangement for sending and receiving telephone signals in 
a conventional manner and includes a controller Which 

provides the necessary logic for causing the communication 
arrangement to transmit signals reporting high priority 
events as Well as to transmit a security signal on an ongoing 
basis. The security signal alloWs assessment of at least the 
integrity of the telephone channel Without interrupting nor 
mal use of the channel. The controller, upon recognition of 
a high priority event, uses the communication arrangement 
to seiZe the telephone channel, outdial the monitoring station 
and thereafter report the high priority event to the monitor 
ing station. 
The security alarm control panel as set out above uses the 

same communication arrangement and controller for pro 
ducing both security signals and signals reporting high 
priority events to monitoring stations. 

According to an aspect of the invention, the communica 
tion arrangement includes a frequency generator capable of 
simultaneously generating tWo frequencies for DTMF (Dual 
Tone Modulated Frequencies) signals and the controller 
causes the frequency generator to generate at a given point 
in time either the security signal or the reporting signal. 

According to yet a further aspect of the invention, the 
communication arrangement also alloWs for encryption of 
both the security signal and of the signal reporting high 
priority alarm events. 

According to yet a further aspect of the invention, the 
control panel includes an off-hook detector Which deter 
mines once a telephone channel is in use other than by the 
control panel. The controller causes the frequency generator 
to produce short bursts security signals When the telephone 
channel is in use to minimiZe disruption of the conventional 
use of the telephone channel. 

According to yet a further aspect of the invention, the 
controller decreases the frequency of producing and trans 
mitting the security signal When the telephone channel is in 
use. 

According to yet a further aspect of the invention, the 
control panel produces security signals according to an 
algorithm knoWn to the scanner and monitors the control 
panel at the appropriate times for the security signal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the invention are shoWn in the 
draWings, Wherein: 

FIG. 1 shoWs the overall security system and 
FIG. 2 is a schematic illustrating the control panel. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

FIG. 1 shoWs a security monitoring system Which moni 
tors a host of separate premises 4. Each of these premises 
have their oWn control panel 6 and their oWn telephone 
service for the premises. In the eXample of FIG. 1, there is 
a telephone line 8a for one premise and a telephone line 8b 
for the second premise. These lines each hook into a separate 
control panel 6, Which is located in front of the regular 
telephones 10 of the premise. With this arrangement, the 
control panel is able to seiZe the telephone line and cut off 
regular telephone service to the premise When necessary (i.e. 
if an alarm event occurs). Each control panel has a number 
of sensor inputs 12 for monitoring different areas or moni 
toring for different events. 

Each of the control panels is connected to the Public 
SWitched Telephone NetWork (PSTN) by the particular 
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telephone channel, and in this case, each of the premises 4 
are located to the same switching station 22 of the PSTN. 
The sWitching station 22 is the last sWitching station of the 
PSTN, and thus, the telephone lines serving that the pre 
mises 4 are alWays available at sWitching station 22. A 
separate scanner 28 is provided at the sWitching station 22 
and has a direct connection to the telephone line serving 
each control panel 6. In this case, tWo connections are 
shoWn, namely 30 and 32. With this arrangement, the 
scanner can send signals to the control panel 6, such as an 
interrogation signal, and the control panel can also send 
signals to the scanner 28. The scanner 28 can be constantly 
connected to each control panel or can be selectively or in 
a predetermined manner connected to each control panel 6. 
With this arrangement, When the telephone 10 of a given 
premise is on-hook, the scanner 28 can use the channel to 
communicate With the control panel 6 directly Without 
affecting normal operation of the telephone line. In the event 
that the telephone goes off-hook, this communication can 
cease or occur at only selected times in a manner to 

minimiZe interruption to conventional use. Also, for off 
hook occurrences, the control panel can automatically trans 
mit a security signal on a predetermined basis as opposed to 
in response to a polling signal transmitted from the scanner. 

Operation of the control panel Will be more fully 
described With respect to FIG. 2. 

The control panel 6 shoWs line 8a the control panel to the 
PSTN. Line 8a is actually tWo lines 50 and 52 being the T 
and R lines. Each of these lines internal to the controller are 
connected to an off-hook detector 72 as Well as to the optical 
isolator 70. AsWitch 54 can be selectively opened and closed 
by the controller 60. The sWitch 54 can break the connection 
of the telephone line 8a to the conventional telephones of the 
premise identi?ed on lines 56 and 58. The optical isolator 70 
merely serves to protect and isolate the controller 60 and the 
communication arrangement 64 from the telephone service. 

The controller 60 has a number of sensor inputs identi?ed 
as 12 and the controller provides the logic for processing of 
these signals. The controller, Which preferably is a micro 
controlled unit, instructs the communication arrangement 
64. This is preferably an ASIC (Application Speci?c Inte 
grated Circuit). The purpose of the communication arrange 
ment is to alloW effective communication With the telephone 
system and to also alloW security signals to be sent. The 
eXchange signals betWeen the communication arrangement 
and the optical isolator are indicated. 

With the arrangement as shoWn, the communication 
arrangement 64 is in constant communication With the 
telephone line 8a. When the telephone is on-hook, basically 
the full telephone channel is available to the communication 
arrangement for exchanging signals With the scanner 28 
provided at the sWitching station 22. In this case, the security 
signal 100 can be provided on line 8a at any frequency 
betWeen 300 and 3,000 HZ and be produced in response to 
a polling signal from the scanner and/or on a predetermined 
time basis. 

In addition, if the controller 60 determines that any of the 
sensing inputs 12 indicate a high priority event to be 
reported to the monitoring station 40, the controller instructs 
the communication arrangement to seiZe the telephone line 
thereby opening sWitch 54, and outdialing to the monitoring 
station and using the telephone line 8a and the PSTN in the 
conventional manner. Under these conditions, obviously the 
normal telephone service to the premise is interrupted. 

The off-hook detector 72 can recogniZe When the con 
ventional telephones have been taken off-hook and the 
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4 
telephone channel 8a is in normal use. Under these 
circumstances, the sending of a security signal 100 Would 
cause serious interruption to the communication, as security 
signal 100 is audible. To reduce the interruption, the con 
troller 60, Which noW has knoWledge of the off-hook 
detection, instructs the communication arrangement 64 to 
only send the security signal, indicated as 102, Which Would 
be a security burst (i.e. a very short duration signal sent at 
?Xed time intervals). The duration of these intervals is 
variable, depending upon the degree of security required by 
the user. This signal may be sent every 30 seconds to every 
90 seconds commonly or can be sent in response to a polling 
signal from the scanner. Security burst signal 102 is still 
audible to the user. 

In order to further minimiZe disruption of communica 
tions betWeen off-hook phone 10 and sWitch 22, control 
panel 6 includes “notch” ?lter circuit 110 to attenuate all 
signal levels Within the “notch” frequency range from sig 
nals sent to phone 10. The “notch” frequency range is set to 
span the frequencies of security burst signal 102. “Notch” 
?lter circuit 110 is selectively activated by timing signal 120 
from controller 60. Controller 60 uses interval information 
of security burst signal 102 to determine When to activate 
timing signal 120. 

While the intervals at Which security burst signal 102 is 
transmitted is determined, the ?rst security burst signal 102 
may be injected on line 52 in response to a polling signal 
from the scanner or at a time determined by ASIC 64. As 
such, controller 60 may not activate timing signal 120 for the 
?rst security burst. HoWever, controller 60 does activate 
timing signal 120 for each subsequent security burst signal 
102. As such, phone 10, receives only the ?rst security burst 
signal 102. When “notch” ?lter circuit 110 is activated, 
phone 10 receives no signals Within the frequency range of 
“notch” ?lter circuit 110, including any intended communi 
cations and security burst signal 102. 

In order to block transmission of security burst signal 102 
to a party communicating With phone 10 on line 8, second 
“notch” ?lter circuit 130 is located on line 8 betWeen scanner 
28 and sWitching station 22. Second “notch” ?lter circuit 
130 performs a similar function as “notch” ?lter circuit 110: 
attenuating a set band of frequencies. HoWever, second 
“notch” ?lter circuit attenuates the signals sent to sWitching 
station 22. Timing signal 135 from scanner 28 activates 
second “notch” ?lter circuit 130. Again, as security burst 
signal 102 is sent on line 8 at regular knoWn intervals, once 
the ?rst security burst signal is sent, scanner 8 can activate 
second “notch” ?lter 130 during the expected intervals When 
security burst signals 102 are sent. When second “notch” 
?lter circuit 130 is activated, connected party 10b Will not 
hear the security burst signal 120 sent by panel 6. 
With the system as described above, the controller 60 and 

the communication arrangement 64 are used to produce 
different types of signals to be transmitted either directly to 
a scanner or using the PSTN to communicate With a moni 
toring station. This arrangement alloWs for checking of the 
integrity of the telephone channel from time to time, While 
also alloWing fast reporting of high priority events. In 
addition, the system can also report high priority events to 
the scanner for increased security. Such a communication 
Would be reported by the scanner to the monitoring station. 

According to a different aspect of the invention, as shoWn 
in FIG. 3, the controller is also connected to a separate line 
8c associated With line 8a. Many telephone services have a 
four Wire service and often the second service 8c is not used. 
In this case, the controller panel is used to output security 
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signals on the unused line 8c and uses line 8a for reporting 
of high priority events to the monitoring station. It can be 
appreciated that line 8c does have a full connection to the 
sWitching station 22, hoWever, it is not authoriZed for any 
further transmission over the PSTN. Thus, the scanner can 
be effectively connected to lines 8a and SC for a given 
premise and can use each of these lines in the manner 
described. In addition, it can be appreciated that if both lines 
are being used at the particular premise, the controller 60 can 
monitor Whether each line is in use and if one line is 
available, it can send the security signal over that line. In the 
event that both lines are in use, the security burst signal can 
alternately be sent over either line to minimize disruption 
While doubling the time on a given line betWeen bursts or 
can interrupt one of the lines in preference to the other. 

Another possible ?ltering system eliminates the security 
burst pulse 102 from line 8 by active cancellation of targeted 
frequencies. In this active system, When panel 8 detects the 
security burst pulse on line 8, it injects a series of signals at 
the eXact frequencies of the burst pulse, but With a negative 
amplitude. This inverted set of signals is then inserted on 
line 8, Wherein the inverted signals are added to the non 
inverted signals of the security pulse. This produces a net 
null signal at the frequencies of the security pulse signal, 
Which is transmitted to phone 10. Asimilar cancellation ?lter 
Would replace second notch ?lter 130. While this system is 
technically feasible, it requires more signal processing than 
the “notch” ?lter system. As such, the active cancellation 
system is not as cost-effective as the “notch” ?lter system. 

In a further embodiment of the invention, seiZure of the 
telephone line, When the line is in use requires a certain time 
delay to go “on hook” to terminate the connection and then 
go “off hook” to start the communication to the monitoring 
station. Typically, this delay is in the order of less than ?ve 
seconds. This time period preferably is used to send a signal 
to the scanner indicating an alarm event has occurred. This 
signal can include the address code of the control panel. 

Although various preferred embodiments of the present 
invention have been described herein in detail, it Will be 
appreciated by those skilled in the art, that variations may be 
made thereto Without departing from the spirit of the inven 
tion or the scope of the appended claims. 

The embodiments of the invention in Which an exclusive 
property or privilege is claimed are de?ned as folloWs: 

1. A security alarm control panel comprising a controller 
for receiving and processing signals from sensors and rec 
ogniZing events to be reported to a monitoring station using 
a telephone channel, a communication arrangement for 
sending and receiving telephone signals, 

said controller causing said communication arrangement 
to transmit a security signal on an ongoing basis Which 
alloWs assessment of at least the integrity of said 
telephone channel Without interrupting normal use of 
the telephone channel, 

said controller upon recognition of a high priority event to 
be reported cooperating With said communication 
arrangement to seiZe the telephone channel, outdial the 
monitoring station and thereafter report the high prior 
ity event to the monitoring station, and Wherein said 
control panel includes an off hook detector Which 
determines When said telephone channel is in use other 
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6 
than by said control panel, said controller producing 
short burst security signals When said telephone chan 
nel is in use to minimiZe disruption of the normal use 
of the telephone channel. 

2. A security alarm panel as claimed in claim 1 Wherein 
said communication arrangement is only able to transmit a 
security signal or a high priority event at a given point in 
time. 

3. A security control panel as claimed in claim 1 Wherein 
said controller lengthens the time betWeen transmissions of 
the security signal When the telephone channel is in use. 

4. Asecurity control panel as claimed in claim 3 including 
a ?lter arrangement for ?ltering the security signal from the 
telephone signal passed through the control panel to the 
telephone service of the premise and Where said security 
signal is in a narroW frequency band. 

5. A security control panel as claimed in claim 4 Wherein 
said telephone channel is capable of transmitting Within a 
knoWn frequency range and said security signal is of a 
frequency at the loW limit or upper limit of said knoWn 
frequency range. 

6. A security control panel as claimed in claim 4 Wherein 
said ?lter arrangement is activated When said telephone 
channel is in normal use. 

7. A security control panel as claimed in claim 4 Wherein 
said security signal is of a frequency of about 300 HZ. 

8. A security control panel as claimed in claim 4 Wherein 
said security signal is of a frequency of about 3000 HZ. 

9. A security alarm control panel comprising a controller 
for receiving and processing signals from sensors and rec 
ogniZing events to be reported to a monitoring station using 
a telephone channel, a communication arrangement for 
sending and receiving telephone signals, 

said controller causing said communication arrangement 
to transmit a security signal on an ongoing basis Which 
alloWs assessment of at least the integrity of said 
telephone channel Without interrupting normal use of 
the telephone channel, 

said controller upon recognition of a high priority event to 
be reported cooperating With said communication 
arrangement to seiZe the telephone channel, outdial the 
monitoring station and thereafter report the high prior 
ity event to the monitoring station, said control panel 
including a ?lter arrangement for ?ltering the security 
signal from the telephone signal passed through the 
control panel to the telephone service of the premise 
and Where said security signal is in a narroW audible 
frequency band. 

10. Asecurity control panel as claimed in claim 9 Wherein 
said security signal is of a frequency of about 300 HZ. 

11. Asecurity control panel as claimed in claim 9 Wherein 
said security signal is of a frequency of about 3000 HZ. 

12. Asecurity control panel as claimed in claim 9 Wherein 
said telephone channel is capable of transmitting Within a 
knoWn frequency range and said security signal is of a 
frequency at the loW limit or upper limit of said knoWn 
frequency ranges. 

13. A security control panel as claimed in claim 12 
Wherein said ?lter arrangement is activated When said tele 
phone channel is in normal use. 

* * * * * 


